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Proof, Formal and Otherwise

▶ Mathematical proof
▶ Formal proof
▶ Proof in Formal Methods
▶ Zero-Knowledge Proofs



Mathematical Proof

▶ A convincing argument
▶ Notion of “rigor” developed in

the 1920s
▶ Hilbert’s program



Formal Proof



Formal Proof



Proof in Formal Verification

1. Interactive theorem provers (Isabelle/HOL, Coq, Lean etc.)
▶ Mathematical proof and specification
▶ Proofs (almost always) by induction, computational in nature

2. Model Checkers
▶ Brute force proof over a discrete data type
▶ Custom specification language



Proof in Formal Verification



Zero-Knowledge Proofs

Produce e.g. ZK-SNARK to prove knowledge of data.

▶ Lurk:
“Correct execution of Lurk expressions can be proved in
zero-knowledge.”

▶ Leo-lang pairs formal and zero-knowledge proof



Specification, Formal and Otherwise

▶ Theorem statement
▶ Formal statement/specification
▶ Statement/specification in specification language
▶ Execution trace/Data (?)



Correct Specifications

A proof is only as good as its statement/specification.



Specification Engineering

Features of specification engineering:
▶ Variables
▶ If ... then ... blocks
▶ Functions
▶ Hooks
▶ Assertions



Specification Engineering



Specifications in Theorem Provers

Features of specifications in theorem provers:
▶ Much less engineering, more like prose
▶ Quantifiers: forall and exists

▶ Arbitrary specification
▶ Has access to formalized mathematics, but still constrained by

computation
▶ Still extremely challenging



Smart Contract Specification

AMM specification:
▶ Pricing
▶ Efficient market
▶ Liquidity providers
▶ Rewards distribution
▶ Governance
▶ etc.

∆x

∆y



Undone Science

There is no formal way of establishing that a specifi-
cation captures a concept, but we expect to have gained
from using the proof methodology because (hopefully) a
specification is easier to understand than a program,
so that ”convincing oneself” that a specification captures a
concept is less error-prone than a similar process applied
to a program. (Liskov and Zilles 1974)



Undone Science

1. We need to tackle the meta-analysis of correct specifications.
2. Formal analysis of specification correctness which does not

devolve into a tower of meta-(...-)meta-specifications.

Take (pragmatic) inspiration from mathematics
▶ In ITPs, programs are well-defined mathematical objects
▶ Specifications gain meaning in context with other

specifications


